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The New Challenge



The New Challenge : AI and the API Landscape 

● AI is everywhere!
● APIs are no longer just for humans
● Agents, bots, orchestrations, etc. “see” differently



The New Challenge : Machines and APIs

● Machines don’t learn the way we do
● Machines rely on context, not instructions
● Machines recognize patterns
● Machines look for “hooks”



Humans supply missing details, bots do not



The New Challenge : Not-So-AI-Ready APIs

● Agents mis-interpret your API responses
● Agents make selection errors when attempting actions
● Agents fail to repeat similar workflows
● Agents don’t give up, they hallucinate



The New Challenge : Five Shifts Ahead

● We can improve things by focusing on five things
○ From interface to intention
○ Make context machine-readable
○ Standardize interactions, not just endpoints
○ Enable discovery
○ Support observation, iteration, and adaptation



We can improve our chances 
by planning ahead



Shift #1 : From interfaces to intentions



"We must design for the way 
users behave, not for how we 
would wish them to behave."

– Don Norman

From Interfaces to Intentions



"We must design for the way 
machines behave, not for how we 

would wish them to behave."

– Don Norman

From Interfaces to Intentions



From Interface to Intention : Why Focus on Intent?

● Machines don’t care about UI
● They care about intended results
● Communicate purpose, not protocol details



From Interface to Intention : Why this matters

● Machines are not curious
● They don’t explore the UI/docs as humans do
● Machines recognize explicit instructions
● HTTP verbs are not sufficient for machines



From Interface to Intention : Designing for Intent

● Machines benefit from designs that explain
● Use labels, descriptions, context clues
● Make meaning visible



Typical API example



AI-Ready example



From Interface to Intention : What we can do right now

● Rename endpoints to reflect purpose of the action
● In OpenAPI, use operationId to express intent
● Provide plain-language descriptions for all actions



LLMs are geared for language, add more 
descriptions to your API



Shift #2 : Make Context Machine Readable



"The better we get at getting 
better, the faster we will 

get better."

– Douglas Engelbart

Make Context Machine-Readable



Make Context Machine-Readable : Metadata

● Be relentless about adding context
● Agents make better selections when they have more metadata
● Better context === better bots



Make Context Machine-Readable : What this means

● Think of your design assets as metadata
● Vocabulary, sets of operations, message schema
● Deeper descriptions are better than wider set of operations



Make Context Machine-Readable : Focus on details

● Be explicit about versioning
● Include possible “next steps” as detailed links/forms
● Provide hooks to additional metadata (e.g. machine docs)



Make Context Machine-Readable : What we can do now

● Add external metadata (APIs.json, ALPS, etc.)
● Embed capability statements (links, forms, inputs, etc.)
● Embrace domain design (consistent API vocabularies)





Documentation becomes part of API design



Shift #3 : Standardize Interactions



"A good architecture is not 
created in a vacuum."

 – Roy Fielding

Standardize Interactions



Standardize Interactions : Consistency is power

● Predictability is the cornerstone of autonomy
● Machines rely on patterns, not exceptions
● Consistency reduces overhead for agents



Standardize Interactions : The benefits of consistency

● Uniform patterns allow reuse of ai-agent strategies
● Reduce “surprise”  to increase predictability
● Fewer design exceptions means fewer runtime errors



Standardize Interactions : The downsides of inconsistency

● Inconsistent application of patterns confuses bots
● Irregular error responses increased overhead for agents
● Unexpected requirements (e.g. inputs) can lead to bugs



Standardize Interactions : What we can do right now

● Adopt consistent error reports (RFC 9457 - Problem Details)
● Make retries possible and explicitly defined
● Use idempotent change operations (HTTP PUT)
● Avoid novel approaches (HTTP PATCH for all changes)
● Develop (and share) your company’s API Style Guide





Machines rely on patterns, not exceptions



Shift #4 : Enable Discovery



"Everything is deeply intertwingled"

 – Ted Nelson

Enable Discovery



Enable Discovery : Stop hiding capabilities

● If bots can’t find it, they won’t use it
● Machines depend on in-message signals
● Discovery works at both the service and task level
● Bots are tuned for discovery



Enable Discovery : Why this is important

● Machine won’t look for external docs
● Supplying just the API docs is rarely enough
● Machines recognize and react to “signals”
● Think of your API as a “maze” the agent needs to solve



Enable Discovery : Beyond documentation

● Prose documentation is good, but not sufficient
● Machines don’t make leaps of though or assumptions
● Without explicit signals, machines hallucinate



Enable Discovery



Enable Discovery



Enable Discovery



Enable Discovery : What we can do right now

● Maintain and use an API registry
○ Postman, Swagger, etc. for public APIs
○ Kong, WS02, etc. for internal APIs

● Manage vocabularies with tags for findability
● Publish and use API vocabularies



Enabling discovery makes autonomy possible



Shift #5 : Observe, Adapt, Iterate



"Each pattern is a solution to a 
problem in a context"

 – Christopher Alexander

Observe, Adapt, Iterate



Observe, Adapt, Iterate : Machines pay attention

● LLMs are not passive consumers
● Machines work to optimize their path
● As context/content changes, machines adapt



Observe, Adapt, Iterate : When machines fail

● Agents get confused by inconsistencies in responses
● Agents may repeat mistakes (get stuck)
● Agents will make things up if needed



Observe, Adapt, Iterate : How agents improve 

● Agents recognize structured content
● Agents notice local patterns in context
● Agents consolidate content with identifiers



Observe, Adapt, Iterate : What we can do right now

● Set up telemetry / monitoring for your APIs
● Run “traces” on existing LLM conversations
● Note frequent API errors (indicate design problems)
● Identify repeated API sequences (hint to redesign API)



Observability/iteration is your laboratory



Bridging LLMs and APIs with MCP



"Systems work best when the 
information guiding them is clear, 

timely, and visible." 

- Donella Meadows

Bridging LLMs & APIs with MCP



Bridging LLMs & APIs with MCP : What is MCP?

● Model-Context Protocol (MCP) is a standard from Anthropic
● MCP makes it possible for LLMs to find and use APIs
● MCP is an adaptor

https://modelcontextprotocol.io/docs/getting-started/intro


Bridging LLMs & APIs with MCP : What does MCP do?

● MCP exposes capabilities and context (manifest)
● MCP standardizes LLM/API interaction (JSON RPC 2.0)
● Publishing an MCP server exposes your APIs to agents













Bridging LLMs & APIs with MCP : The Five Shifts

● Intentions : MCP focuses on describing API intent
● Context : MCP adds capability details to the LLM context
● Standardization : MCP standardizes API/LLM interactions
● Discovery : MCP advertises actions as LLM “tools”
● Observation : MCPs generate signals that guide improvement



Bridging LLMs & APIs with MCP : What we can do now

● Add “intention-style” identifiers to your API operations
● Focus on clear, complete input schemas
● Standardize response formats (including errors)



Improved context metadata 
empowers your MCP servers



Review



Review

● The New Challenge
○ APIs are no longer only for 

humans
● From interfaces to Intentions

○ Machines don’t care about UI
● Make Context Machine-Readable

○ Metadata is king
● Standardize Interactions

○ Consistency is power

● Enable Discovery
○ Stop hiding capabilities

● Observe, Adapt, Iterate
○ Adjust responses to influence 

agents
● Bridging LLMs & APIs with MCP

○ Enables your shift to 
AI-Ready APIs



Questions?
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